Q{S Safeguarding our pupils online

In order for a child in our academies to receive a device for home/ school learning, it is essential that
the child has their own personal login/ username and password to access online platforms. This is
also stated in the Online Safety Policy -page 13.)

The Harmony Trust ICT team will configure each device, so that all Internet filters are applied. These
filters are monitored and unacceptable content is reported. Apps are pre-installed which are all age
appropriate and in-app purchases are blocked. Any iPad’s can also be disabled and tracked if required.

On page 14 of the ‘Online Safety Policy’ it states that; ‘In each school, all ICT password policies are the
responsibility of the Principal and all staff and children are expected to comply with the policies at all
times.’

Moreover, the reason why it is vital for individual logins and passwords is to ensure that every pupil is
as safe as they possibly can be when using a device from school from any potential safeguarding risks.
Passwords and logins should be given/sent separately to reduce the likelihood of a data breach.

It is also very important that if the need to investigate an issue should ever arise, the academy
leaders/Trust IT team can access and determine the individual information.

In order to be able to provide each child in our academies with a device, these principles must be
followed prior to and part of the issuing of a device to the child.

e The child MUST have their own login/ username and password. During the lockdown period
this may need to be sent via e-mail. Please remember to use PROTECT SENSITIVE in the
subject box and send Logins and passwords separately. Parents/guardians may be given their
child’s login & password on 2 pieces of paper if need be. The parent/guardian will then be
responsible for this under data protection. Do not give to a child to take home due to the
potential of a data breach.

e Itis very important that parents/ guardians are made aware of the need to keep their
children’s logins and passwords confidential.

e Children should enter their password every time they log on and not save it as an automated
password. Parents/ guardians need to be aware of this too.

e Children should always log out and sign off when they have finished using any platform, the
internet or their device.

e Children should know that they must tell a trusted grown up immediately if anything happens
that they are not sure about or comfortable with whilst working on their device online.

e Children should also know how they can communicate with their teacher via the ‘Purple
Mash’ platform too
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Keeping safe online

1) Use your own username/login and password to log on.
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KEEP PASSWORDS SAFE
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2) You can only share your username and password with your parents or a trusted adult, like a

teacher. You must not share this with your brothers or sisters or even your friends. This is to
keep you safe.

3) You must enter your username and password each time you use your device. Please do NOT
save or ask your device to remember your username or password. This is to keep you safe.
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Do you want Google Chrome to save your
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4) You must be very careful to log out properly when you have finished using a program, screen
or website.

5) Always tell your parents or a trusted adult if something happens when you are online that
you do not like or that makes you feel uncomfortable. This is to keep you and other children
safe too. Remember you can message your teacher via Purple Mash too
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Some ‘Explainer Videos’ that parents can access when they
have signed up & opened a free account with National Online
Safety. The academy will need to send out a link from their
account, so that it is linked to the specific academy.

Explainer Videos

AN INTRODUCTION TO
PRIVACY
& SECURITY

WITH MYLEENE KLASS

=)

An Introduction to Privacy &
Security

1min 30 seconds

Online Identity | Explainer Videos

AN INTRODUCTION TO
IDENTITY &
SELF IMAGE

WITH MYLEENE KLASS

S
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An Introduction to Identity &
Self Immage

Imin 42 secs

NOS Courses

PARENTS' COURSE

AGES 4-7

WITH MYLEENE KLASS

S

@

Online Safety for Parents of
Children Aged 4-7

Approx 4 mins

Online Bullying [l Explainer Videos

AN INTRODUCTION TO
ONLINE
BULLYING

WITH MYLEENE KLASS

S

®

An Introduction to Online
Bullying

1 min 27 seconds

Online Information [l Explainer Videos

AN INTRODUCTION TO
ONLINE
INFORMATION

WITH MYLEENE KLASS

(=)

®

An Introduction to Online
Information

1 min 42seconds

NOS Courses

PARENTS' COURSE

AGES7-Tl

WITH MYLEENE KLASS
@®

Online Safety for Parents of
Children Aged 7-11

Approx 5 mins
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Mental Health |l Explainer Videos

AN INTRODUCTION TO

WITH MYLEENE KLASS

@®

An Introduction to Mental
Health & Wellbeing

1min 12 seconds




There are also some useful guides that can be sent out to families and put
onto your website, as a PDF from National Online Safety. Here are some
that may be particularly pertinent at the current time;
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Online Information [ Technology Technology [l Remote Education

@

10 Top Tips: Remote :
Online Safety Tips for Education for Parents and 10 Top Tips: Remote
Children with New Devices e Aanlciteali sl Ll

Online Information | Social Media P\ Oniine Relationships MentoIHgolth Online Information

@

What Parents Need to Know .
About Online cOr?tent- 10 What Parents Need to Know Conversation Starters for
Tips to Keep Your Children About Tech Related Parents and Carers: Online
Safe Online Communication Content

. : ¢ Technology
Mental Health  Online Bullying ¢

Supporting Children's
Mental Health: 10
Conversation Starters for
Parents Online Safety Guide

Information

. . : . - 7 Questions to help you start
Online Safety Tips For g:':ge SRRV RGONIES ok a conversation with your
Children LEren child about Online Safety
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How to set parents/ guardians up to access National Online Safety

**Thanks to Priya Hayre at Carlyle Infants**
Please find below where you find the link to send out to parents... (I have circled in black where you
need to click)

Log in and then...

National
Online
Safety

My Hub
Browse

Record

QUICK FILTER

ONLINE RISKS

National
@ Online
Safety’

My Hub

Browse

Record

SCHOOL ADMIN

USER ADMIN

P HOW TO USE VIDEO

@ COMPLETED

LEICE, IRE
POLIfE AL INE
DR DE
>

Leicestershire Police:
Addressing The
Online Drugs Trade

P watch Again  © Please Review

© DOWNLOADED

P HOW TO USE VIDEO

NOS Courses

T CATE AT
TEAC@TAFF

(=)

Annual Certificate in
Online Safety for
Teaching Staff
(2020-219)

P watch Again ~ © Please Review

online-platforms

&c PERSONAL DETAILS

First Name

Priva

School Name

All categories v

&

An Introduction to
Technology &
Devices

P watch Again  © Please Review

Aental Health

Last Name

Hayre

Job Title

Carlyle Infant and Nursery Academy

Email Address

Telephone Number

PHayre01@carlyle.theharmonytrust.org

&, UPDATE DETAILS

# CHANGE PASSWORD

Old Password

New Password

Confirm Password
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& Admin | ®logout |

TEA S&
SCH TAFFEY

Annual Online
Safety Course for
Teachers, School
Staff & Governors
(2019-20)

Got any questions? We're happy
to heip!

& Admin | ®logout |

&5 ROLES & INTERESTS

Role

Teacher

Interests

Online Safety

&» UPDATE PROFILE




Online
Safety’

My Hub

EramEs You can add a single user, bulk upload users or share the self- http://nationalonlinesafety.com... ‘
enrolment link for users to self-register. Please contact

Record if you require assistance or if you would like to remove a user.

Search Q Role Filter v 3 EXPORT AS CSV

SCHOOL ADMIN

You then copy this link and send it to parents.. When they sign up it'll ask if they are an educator or a
parent.
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